ANNEX II: PROFESSIONAL AND
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GOBIERNO MINISTERIO P
DE ESPANA PARA LA TRANSFORMACION DIGITAL
Y DE LA FUNCION PUBLICA

1. Professional Solvency Form

A) General company information

1. Company name:

2. Postal address:

3. Year established:

4. Main business activity:

5. Please state your company’s mission and vision:

6. Please indicate your company’s target audience (segment to which it is addressed: companies, SMEs,

individuals, distributors, public administrations, others...):

7. Please provide a brief history of your company (most significant projects, achievements,

milestones, number of clients, main clients...):

8. Approximate number of direct employees:

9. Do you have subcontracted employees: NO / YES (if yes, please indicate how many)

10. Please indicate the organisation of your workforce (main areas: sales, technical, customer
service... and approximate number of employees in each of them):
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11. Company website(s):

12. Do you have a presence on social media? (please indicate profiles, usernames, followers,

purpose...)

13. Do you have different offices / subsidiaries / brands? NO / YES (if yes, please indicate: which

ones, their geographical location and a brief description)

B) Customer service and domain management

14. What type of customer service do you provide? (telephone, email, chat, social media, others):

15. Language(s) used in customer service:

16. What payment methods do you offer your customers for the purchase of domains?:

17. If applicable, under which trade names does your company operate for domain sales?:
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18. What type of products and services does your company offer? (tick those that apply):
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Domain registration and management

Website and web portal services
Web hosting

Email

Search engine submission

Server services

Internet access and telecommunications

Security and backup

Consultancy and advisory services

Patents and trademark registration

Other products and services (provide details)

19. Please indicate how your business activity fits with “.es” domain names and what the main reasons

are for submitting your application for accreditation as an official “.es” Accredited Registrar:

20. What types of domain extensions does your company manage?:

Quantity Officially accredited Reseller (Not officially accredited)

No. ?f Yes/No Year Company name Start year
domains

.es n/a n/a

.com

.net

.org

.eu
Other ccTLD:

Other (provide
details):
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21. Do you market domains through resellers? If so, which ones do you work with?:

22. Do you outsource the management of domain names? If so, please describe how your provider

ensures the service and the Service Level Agreements set out in the Contract:

23. Are you accredited by ICANN?

24. Please describe the technical solution envisaged for managing domain names under “.es” (indicate

whether you will use EPP, SOAP and/or web access):
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2. Technical Solvency Form

Assessment criteria:

e  The minimum requirements established must be met. If these minimum requirements are not met, the
application will not be accepted.

e  All questions asked must be answered; otherwise, the application will not be accepted.

e  Specific and concise answers will be valued.

Minimum requirements:

. Have at least two name servers.

e  Hold and provide ISO 27001 certification, or alternatively all of the following documents:

.

.

Detailed data backup system.

Detailed contingency plan.

Detailed company cybersecurity policy.

Detailed security incident management and incident communication procedure.
Detailed vulnerability management procedure.

Detailed access control procedure.

C) DNS Management

25. Please describe in detail the complete DNS infrastructure of your company (geographical

distribution, topology, server IP addresses, ...). A minimum of two dedicated name servers is

required:

26. Is the management of DNS servers carried out by your company’s technicians or is it an outsourced

service?:
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27. If it is outsourced, please describe how your provider ensures the service and the Service Level

Agreements set out in the Contract:

28. Does your infrastructure currently support IPv6? If not, when do you plan to deploy it?:

29. Do you currently have DNSSEC implemented?

a. If yes, since when has it been implemented? Is it implemented with other registries?

(provide details)

b. If not, when do you plan to implement it?:

D) Service quality and cybersecurity

30. Please describe the system used for customers to update their data:
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31. Do you have Service Level Agreements for your customers? If yes, which indicators are included?:

32. Do you intend to add any additional fields to the mandatory ones included in the Personal Data
Transfer Acceptance document — Annexes Il and lll bis of the Accredited Registrar Agreement? If
yes, which ones would they be?:

33. Do you have your own Security System or is it managed through a third party?

a. If you have your own security system, how many staff members are in your cybersecurity
department?:

b. If you have a managed security service, which provider do you use?:

34. Please provide the name and contact information of your cybersecurity / information security officer
(*mandatory requirement):
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35. Please explain the target values established for the RTO (Recovery Time Objective) and RPO
(Recovery Point Objective) parameters:
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36. Do you hold ENS certification? If so, at what level? (if yes, please provide a copy and the form
ends here):

37. Do you hold your own 1SO 27001 certification? (if yes, please provide a copy and the form ends

here):

38. If you outsource the DNS infrastructure and/or its management, does your provider hold 1ISO
27001 certification? (if yes, provide a copy or a sworn statement from the provider company
confirming that they hold it, provide a sworn statement that it applies to the services provided to
your company, and also provide a copy of their detailed cybersecurity policy; the form ends
here):

Page 8 of 10



ANNEX II: PROFESSIONAL AND

redoes TECHNICAL SOLVENCY FORM

GOBIERNO MINISTERIO P
DE ESPANA PARA LA TRANSFORMACION DIGITAL
Y DE LA FUNCION PUBLICA

**** Please answer the following questions only if you answered NO to questions 36, 37 and 38
regarding ENS/ISO 27001 certification:

39. Please provide the following information regarding your organisation’s cybersecurity audits:

a. Do you carry out security audits on a regular basis? If yes, how often?

b. What type of audits are carried out? (code audits, penetration tests, etc..):

c. Are you audited by an external company? If yes, which one?:

40. Please provide a detailed description of your data backup system (*mandatory requirement)

41. Please provide your detailed contingency plan in the event of service outage (*mandatory

requirement)

42. Please provide your detailed cybersecurity policy (*mandatory requirement)
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43. Please provide your detailed security incident management and communication procedure

(*mandatory requirement)

44. Please provide your detailed vulnerability management procedure (*mandatory requirement)

45. Please provide your detailed access control procedure (*mandatory requirement)

* Note: If you need to expand any answer, attach a new page as an annex.
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